
 
 
 

 

APPLICATION NOTE (TITLE) 

Atmel AVR1916: USB DFU Boot Loader for XMEGA 

8-bit Atmel Microcontroller 

Features 

• In-system programming 

• USB DFU Atmel® protocol 

• Read/write flash and EEPROM on-chip memories 

• Read device ID 

• Full chip erase 

• Start application command 

Introduction 

Atmel AVR® XMEGA® devices now make easy to implement and use USB. The 
XMEGA with USB interface devices can be factory configured or reprogrammed with 
a USB boot loader located in the on-chip flash boot section of the controller. 

This USB boot loader allows performing in-system programming (ISP) from a USB 
host controller without removing the part from the system, and without any external 
programming interface other than the USB connector. 

One boot loader binary is compiled and released for each AVR XMEGA device. This 
document applies to all XMEGA with USB module. 

Atmel provides a USB host loader application called FLIP which works with several 
Windows® OS. The full USB DFU protocol implemented by Atmel is covered within 
the Atmel AVR4023 application note. 
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1. Abbreviations 
• ISP: In-system programming 

• BOD: Brown-out detector 

• POR: Power-on reset 

• USB: Universal serial bus 

• DFU: Device firmware upgrade 

• FLIP: Flexible in-system programmer 

2. Related parts 
This documentation applies to the following Atmel AVR XMEGA parts: 

• Atmel ATxmega128A1U  • Atmel ATxmega64B1 

• Atmel ATxmega64A1U  • Atmel ATxmega128B3 

• Atmel ATxmega256A3BU  • Atmel ATxmega64B3 

• Atmel ATxmega256A3U  • Atmel ATxmega384C3 

• Atmel ATxmega192A3U  • Atmel ATxmega256C3 

• Atmel ATxmega128A3U  • Atmel ATxmega128C3 

• Atmel ATxmega64A3U  • Atmel ATxmega64C3 

• Atmel ATxmega32A4U  • Atmel ATxmega32C4 

• Atmel ATxmega16A4U  • Atmel ATxmega16C4 

• Atmel ATxmega128B1   

3. Related items 
• Atmel FLIP: 

• http://www.atmel.com/tools/FLIP.aspx 

• Atmel AVR Software Framework: 
• http://www.atmel.com/asf 

• Atmel AVR XMEGA AU Manual 
• http://www.atmel.com/Images/doc8331.pdf 

• Atmel AVR XMEGA B Manual 
• http://www.atmel.com/Images/doc8291.pdf 

http://www.atmel.com/devices/atxmega128a1u.aspx�
http://www.atmel.com/devices/atxmega64b1.aspx�
http://www.atmel.com/devices/atxmega64a1u.aspx�
http://www.atmel.com/devices/atxmega128b3.aspx�
http://www.atmel.com/devices/atxmega256a3bu.aspx�
http://www.atmel.com/devices/atxmega64b3.aspx�
http://www.atmel.com/dyn/products/product_card.asp?part_id=17332�
http://www.atmel.com/devices/atxmega384c3.aspx�
http://www.atmel.com/dyn/products/product_card.asp?part_id=17331�
http://www.atmel.com/devices/atxmega256c3.aspx�
http://www.atmel.com/dyn/products/product_card.asp?part_id=17330�
http://www.atmel.com/devices/atxmega128c3.aspx�
http://www.atmel.com/dyn/products/product_card.asp?part_id=17329�
http://www.atmel.com/devices/atxmega64c3.aspx�
http://www.atmel.com/dyn/products/product_card.asp?part_id=17328�
http://www.atmel.com/devices/atxmega32c4.aspx�
http://www.atmel.com/dyn/products/product_card.asp?part_id=17327�
http://www.atmel.com/devices/atxmega16c4.aspx�
http://www.atmel.com/devices/atxmega128b1.aspx�
http://www.atmel.com/tools/FLIP.aspx�
http://www.atmel.com/tools/AVRSOFTWAREFRAMEWORK.aspx�
http://www.atmel.com/Images/doc8331.pdf�
http://www.atmel.com/Images/doc8291.pdf�
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4. Boot loader environment 
The boot loader is located in the boot section of the on-chip Atmel AVR XMEGA flash memory; it manages the USB 
communication protocol and performs read/write operations to the on-chip memories (flash/EEPROM). 

Figure 4-1. Physical environment. 
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5. Boot loader behavior 

5.1 Part configuration 
When using parts with pre-programmed DFU boot loader, they are already configured and ready-to-use in DFU mode. 

But if the boot loader has been erased or not pre-programmed, to use the on-chip USB DFU boot loader, the parts 
should be configured as described below: 

• Download the on-chip boot loader firmware into the part using regular Atmel AVR tools (Atmel AVR ONE!, 
STK®600, AVRISP mkII, JTAGICE3...). The default boot loader binary for each supported parts can be found 
in the zip file related to this application note 

• The part’s fuses should be configured so that the BOOTRST fuse allows the part to reset from the boot loader 
section of the part 

• The part’s lock bits should be configured according to the required security level. From more information about 
boot loader security, please refer to Section 5.3 

5.2 Boot process 
Once the part is configured, the boot loader is executed at each reset/power-on sequence. The boot loader first 
performs the boot process below (see Figure 5-1) to know whether it should start the USB DFU ISP or the application: 

Figure 5-1. On-chip USB DFU boot process. 

 
When the boot loader decides to continue with DFU execution and the part is connected to a USB host, it will 
enumerate as a USB DFU device. In association with the PC user interface software (FLIP), the on-chip memories can 
be erased, read or written using the DFU protocol. 

Once an application is loaded by DFU, the boot loader execution can be forced at power-on by connecting a specific pin 
to ground. Table 5-1 gives the default pin configuration used to force boot loader activation: 
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Table 5-1. Default pin configuration. 

XMEGA part name Default I/O pin 

ATxmegaxxxA3x 
PE5 

ATxmegaxxxC3 

ATxmegaxxA4U 
PC3 

ATxmegaxxC4 

ATxmegaxxxB1 
PC6 

ATxmegaxxxB3 

ATxmegaxxxA1U PF10 

5.3 Security 
When the USB boot loader connection is initiated, the boot loader security state is the same as the product lock bits 
settings. Production parts with pre-programmed boot loader are shipped with read/write security bits set. This allows 
protecting the on-chip memories content from read/write access over the USB interface. Thus, the only DFU command 
allowed after a USB boot loader connection is a “Chip Erase” command (application section). If the DFU boot loader is 
loaded in a blank part, the lock bits configuration of the part should be set according to the proper security level required 
by the end user application (meaning the lock bits of the part can not be configured using the DFU boot loader itself). 
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6. Using the boot loader 

6.1 Activating the boot loader 
The DFU session is activated according to the boot process conditions described in Section 5.2. The DFU can be 
activated in two ways: 

• External I/O condition: Tying a specific pin to ground when the part is exiting reset (POR, BOD, External 
Reset). The default pin can be changed re-compiling the boot loader for a specific hardware target (see 
Section 6.4 Customizing the boot loader) 

• Internal firmware request: The user application can decide to start a DFU session. This can be achieved by 
jumping to a specific address in the boot loader firmware. The entry point to start a DFU session initiated by a 
user application firmware jump is BOOT_SECTION_START + 0x1FC for all devices 

Note: As the DFU firmware is fully interrupt driven, be sure to execute the call outside an interrupt routine execution. 

6.1.1 Forcing boot loader mode with XMEGA-A3BU Xplained 
The default Atmel ATxmegaA3BU boot loader is configured so that it is possible to activate the DFU boot loader by 
using the SW0 push button on the Atmel XMEGA-A3BU Xplained kit. 

To activate the DFU mode, press SW0 while connecting the kit to the USB. 

Figure 6-1. Press SW0 while connecting USB. 

 

6.1.2 Forcing boot loader mode with XMEGA-B1 Xplained 
The default Atmel ATxmega128B1 boot loader is configured so that it is possible to activate the DFU boot loader using 
a single jumper on PC6 with the Atmel XMEGA-B1 Xplained kit. 

Press SW0 while connecting USB 
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Figure 6-2. Connect PC6 to GND while connecting to USB. 

 

6.2 Connecting the boot loader to a USB host 
Once the boot loader is properly loaded, activated and connected to a host, it will appear as a new USB device. 
Depending on the operating system used, the installation procedure is described here after. The drivers required to 
connect the part to a Windows operating system are delivered within the FLIP application that allows connecting to the 
DFU boot loader. A FLIP version greater than or equal to 3.4.4 is required to support the Atmel XMEGA DFU boot 
loaders. 

FLIP can be downloaded from: 

http://www.atmel.com/dyn/products/tools_card.asp?tool_id=3886 

6.2.1 Drivers installation for Windows XP 
The procedure here after is valid for Windows XP; for Windows Vista® or Windows 7 the procedure is different and 
described in Section 6.2.2. 

• When prompt with the “New Hardware Wizard”, select “No, not this time” 

• And “Install from a list or specific location (Advanced)” 

 
• Browse to the FLIP USB installation folder (“C:\Program Files\Atmel\Flip 3.x.x\usb”) 

• And “Install from a list or specific location” 

 
 

Connect PC6 to GND while 
connecting to USB 

http://www.atmel.com/dyn/products/tools_card.asp?tool_id=3886�
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6.2.2 Drivers installation for Windows Vista or Windows 7 
For Windows Vista or Windows 7 the DFU device installation procedure will look as described below: 

• Open the device manager located in the “Control Panel, System & Security, System” 

 
• Locate the new “Unknown device” and select “Update Driver Software” 

• Select “Browse my computer for driver software” 

 
• Browse to the FLIP usb installation folder (“C:\Program Files\Atmel\Flip 3.x.x\usb”) 
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• With 64-bits operating system, you might be prompt with this warning: 

 
• Choose “Install this driver software anyway” 

6.3 Getting started with FLIP 
Once the boot loader is properly recognized and installed on the operating system, the part can be programmed using 
FLIP. This section gives a short step-by-step introduction about how to use FLIP to program a part. For detailed 
documentation, please refer to the online help for FLIP. 

• Start FLIP 

• Select the part from the device selection list available with the ‘Device’ icon (1) 

• Select “USB” as communication media available with the “USB cable icon” (2) 

 
• Open the USB port to connect to the target 

 

1 

2
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• Select the .hex file you want to download using “File”-> “Load HEX File” menu 

 
• Select the ‘Erase’, ‘Blank check’, ‘Program’ and ‘Verify’ operation check boxes (1) and press the ‘Run’ button 

(2) 

  
 

You should get confirmation in the bottom section of the window (3) that the FLASH was successfully programmed and 
verified. 

• Press ‘Start Application’ button (4) to execute the loaded application 

6.4 Customizing the boot loader 
The boot loader source code is available within the ASF so that it is possible customize its behavior and especially the 
default I/O pin used to force DFU session. This might be needed when the default I/O pin is not available or compatible 
on the target hardware. 

The default I/O pin is referenced in the “conf_isp.h” file located in the 
“/common/services/usb/class/dfu_flip/device/bootloader/xmega/conf” of the ASF. The I/O pin selection is 
performed thanks to the following define (the example here under is for the Atmel ATxmega256A3U): 

#define ISP_PORT_DIR      PORTE_DIR 
#define ISP_PORT_PINCTRL  PORTE_PIN5CTRL 
#define ISP_PORT_IN       PORTE_IN 
#define ISP_PORT_PIN      5 

Note: To ensure the boot loader binary fits the available boot section of the Atmel AVR XMEGA, the source code as 
well as project files are available within the standalone package for the IAR™ compiler of the ASF. 

1 

4

3 

2 



 
 

Atmel AVR1916: USB DFU Boot Loader for XMEGA [APPLICATION NOTE] 
8429B−AVR−08/2012 

12

7. Software information 

7.1 Software revision history 

7.1.1 Version 1.0.2 – 2011/09/01 
Initial boot loaders release for the following Atmel parts: 

ATxmega256A3BU, ATxmega256A3U, ATxmega192A3U, ATxmega128A3U, ATxmega64A3U, ATxmega32A4U, 
ATxmega16A4U, ATxmega128B1, ATxmega64B1, ATxmega128B3, ATxmega64B3. 

7.1.2 Version 1.0.3 – 2012/03/01 
Initial boot loaders release for the following Atmel parts: 

ATxmega128A1U, ATxmega64A1U. 

Updated version for all other supported parts: 

• Fixed system clock configuration to load factory 48MHz RC calibration value from factory raw 

7.1.3 Version 1.0.4 – 2012/08/01 
Initial boot loaders release for the following Atmel parts: 

ATxmega384C3, ATxmega256C3, ATxmega128C3, ATxmega64C3, ATxmega32C4, ATxmega16C4. 

Updated version for all other supported parts: 

• Reduced initial assumption about system clock initialization to ease bootloader activation from user 
application call 
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